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I0S Kernel Basics

* OSX s older that I0S
* Guess I0S kernel is developed based on OSX kernel
* Learn from OSX kernel

¥ OSX kernel concepts

* Early derived from FreeBSD kernel

¥ Named as XNU

* Open source



XNU

* Open Source

*¥ http://www.opensource.apple.com/source/xnu/xnu-
2050.7.9/

* Important components
% Mach - Low level abstraction of kernel
¥ BSD - High level abstraction of kernel

*¥ |OKIt - Apple kernel extension framework



BSD

*¥ Implement File System, Socket and ...

* Export POSIX API

* Basic interface between kernel and user space
*¥ sysent[] - store kernel function address
¥ typedef int32_t sy call t(struct proc *, void *, int *);

* function call number - /usr/include/sys/syscall.h



|OKit

¥ Framework for kernel extension

% Subset of C++ - Object-Oriented driver programming

OS classes
(general)

OS0Object |

OS qata ___________ OSMetaClass |
containers
I/O Kit
helper classes |

|ORegistryEntry
I/0 Kit classes
(general)
IOService |
IO Kit
family Family classes

superclasses (specific)




|OKit Objects

* OSObject
* Root object of all IOKit objects
¥ Overwrite new operator to alloc memory

¥ Declare finitomethod to initialize object self

¥ OSMetaClass

¥ Run-time object type check

%  According to object name

¥ OSDynamicCast



|OKit Objects

¥ |OService Property matching

init()

——attach()

* Define an interface for most kernel

—— detach()

extension —attachl) | taiure

— start()

open( )
|: Oriver in use

* Basic methods - init / start / stop / attach / o
detach / probe nessage()

L ston()
detach{ ) ——--—u

on failure

free()

* loreg - list all attached I0Service

* Avallable in Cydia



Write |OKit

¥ Service - Inherit from 10Service

¥ Overwrite basic methods - init / start / stop / probe

¥ Control - Inherit from IOUserClient

*¥ Allow user space control

* Modify plist file

¥ At least one IOKitPersonalities

¥ CFBundleldentifier/IOClass/IOProviderClass/IOMatchCategory/IOUserClient
Class/IOResourceMatch



Kernelcache

¥ Store all kernel modules (XNU / extensions) into one cache file
* 1Boot will load the whole kernelcache and jump to entry

¥ An encrypted and packed IMG3 file
¥ /System/Library/Caches/com.apple.kernelcaches/kernelcache

¥ For old devices (A4 devices)

¥  Use xpwntool to decrypt original cache with IV + KEY

¥ A5 devices

¥ No IV + KEY available
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Kernelcache

* How to get kernelcache for A5 devices

¥ Dump from kernel memory
% task for pid(0) & vm_read to dump kernel memory
% Read size must less then 0x1000 for once
* Find all Mach-O header - test magic OXFEEDFACE

¥ Determine the whole cache size

* Open with IDA - fail

Ho prelinked EEXT= were found.
! Fos=ibly a new format of prelink info was use

* Lack Of prellnk |nfo TR
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Kernelcache

Dump each kernel extension

*

%  Just call CFDictionaryRef OSKextCopyLoadedKextInfo(CFArrayRef, CFArrayRef)

Write a kextstat for 10S

from I0OKIit framework

windknowns—=iPhone: /

Kextstat running ...

Index

[ B = T s R ¥

lae2

71

1@
11

82

Refs
3

3@
115
116
96

12
84

&= O

b4

Address

@xB@347088
@xB@348088
@xB@34co8e
@xB@363088
@xB@3cboea
@xB@37leea
@xB@377e8e
@xB@3780688
@xB@37a088
@xB@3a5088
@xB@3bBeee
@xB83coe8e
@xB@84360688
@xB@455088

Size
Bx28¢c
Bx3a3d
@xledcc
ex7314
@x5ded
exb6eee
Bx7ce
ex1b94
exZ2o0ee
exl3eea
exogee
exbdees
gxlteas
Bxlceee

root# kextstat

Wired
Bx28c
Bx3a3d
@xledcc
ex7314
@x5ded
545151515
@x7ce
@x1bS4
ex2o008
exl3eee
exoe8e
@xbdeee
gxlteee
@xlceee

Name (Version) =Linked Against=
com.apple.kpi.dsep (11.8.8@)
com.apple.kpi.private (11.8.8)
com.apple.kpi.iokit (11.8.8)
com.apple.kpi.libkern (11.8.8)
com.apple.kpi.bsd (11.8.@)
com.apple.AppleFsCompression.AppleFSCompress:
com.apple.kpi.mach (11.8.8@)
com.apple.kpi.unsupported (11.9.0)
com.apple.iokit.I0OUSBFamily (3.9.8)
com.apple.iokit.I0StorageFamily (1.7)
com.apple.driver.DiskImages (331.2)
com.apple.driver.FairPlayIOKit (51.33.4)
com.apple.driver.AppleARMPlatform (1.8.8)
com.apple.driver.AppleVXD375 (2.84.8)
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Reverse Kernel

¥ Kernelcache is combined with lots of Mach-O files

¥ |IDA Pro 6.2 could identify each Mach-O file

¥ Reverse the whole kernel together

¥ Open iSegmentationoview

155

| Start | End
capple. INKit, INStreamFamily:  text SO3ECO00 S03ECFOS
capple. iolit. TOAudl e2Family:  text SOSBFOO0 B03C31CC
.apple. AppleFSCompression. AppleFiCompressionlypellib: _ text a0EcTa00 aG03CaFsC
capple. 1okl t, TOUSEFamily:  text SO3CI000 G03ESSE4
capple. 1okit, IOUSEUserClient:  text SBO3EFO00 B03EF=4a
.apple. driver. ApplefrofileThreadinfobction:  text GOEF1000 GO5F203C
capple. 1okl t, TJOHIDFamily:  text SO3F4000 SG0405F5s
.apple. driver. AppleEmbeddedbccelerometer:  text S040E000 B040EEES
capple. 1olkit. AppleARMITSAndio:  text 0411000 al412694
capple. driver. AppleEmbeddeddndio;  text a0414000 S041E7T30
capple. driver. AppleCZ4Z2161Audio: _ text a0421000 B04Z22A04
.apple. driver. AppleTetheredllewvice:  text 0425000 0425500
capple. 1okit. I0Seri1alFamily:  text 0427000 G042E4355



Reverse |OKit Extension

¥ |OKIt constructor
example

*

First call
OSObject::new to
allocate memory

Then Init IOService

At last Init
OSMetaClass

FUSH
ADD
LDR
LDR
HMOU
HMOU
BLX
LDR
HMOU
STR
LDR
BL=x

PUSH
ADD
HMOu .
LDR
BLX
HMOu
CBZ
BL
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{R4,R7,LR}

R7, 3P, H#4

R, #Bx34%4

R3, ={ ZHBDSDbjectnwEm+1}

R3 ; 0S0bject::operator new{ulong)
R4, RSB

RB8, loc_8845F29C

sub_BB45F230

{R4,R5,R7,LR}

R7,
RS,
R3,
RY,
R1,

R3

R3,
RO,
R3,
R3,

R3

: sub_ BB46D91Y ;

: OSHMetaClass::instanceConstructed{void) ;

5P, 8

=unk_88475154

={sub_BB46D?14+1)

R@

RS

I0Service::I0Service()

=off _8847318C

RS

[R4] ; wvtable address

={_ ZMK11D05HMetaClassi19instanceConstructedEv+1})
05He



% KDP code is included in kernel
¥ KDP via UART
* SerialKDPProxy to perform proxy between serial and UDP

¥ Need serial communicate between USB and Dock connector

* Make a cable by your own

% Using redsnOw to set boot-args

* -a v debug=0x090
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