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iOS Kernel Basics 

OSX is older that iOS 

Guess iOS kernel is developed based on OSX kernel 

Learn from OSX kernel 

OSX kernel concepts 

Early derived from FreeBSD kernel 

Named as XNU 

Open source 
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XNU 

Open Source 

http://www.opensource.apple.com/source/xnu/xnu-

2050.7.9/ 

Important components 

Mach - Low level abstraction of kernel 

BSD - High level abstraction of kernel 

IOKit - Apple kernel extension framework 
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BSD 

Implement File System, Socket and ... 

Export POSIX API 

Basic interface between kernel and user space 

sysent[] - store kernel function address 

typedef int32_t sy_call_t(struct proc *, void *, int *); 

function call number - /usr/include/sys/syscall.h 
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IOKit 

Framework for kernel extension 

Subset of C++ - Object-Oriented driver programming 
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IOKit Objects 

OSObject 

Root object of all IOKit objects 

Overwrite new operator to alloc memory 

Declare ñinitò method to initialize object self 

OSMetaClass 

Run-time object type check 

According to object name 

OSDynamicCast 
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IOKit Objects 

IOService 

Define an interface for most kernel 

extension 

Basic methods - init / start / stop / attach / 

detach / probe 

ioreg - list all attached IOService 

Available in Cydia 
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Write IOKit 

Service - Inherit from IOService 

Overwrite basic methods - init / start / stop / probe 

Control - Inherit from IOUserClient 

Allow user space control 

Modify plist file 

At least one IOKitPersonalities 

CFBundleIdentifier/IOClass/IOProviderClass/IOMatchCategory/IOUserClient

Class/IOResourceMatch 
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Kernelcache 

Store all kernel modules (XNU / extensions) into one cache file 

iBoot will load the whole kernelcache and jump to entry 

An encrypted and packed IMG3 file 

/System/Library/Caches/com.apple.kernelcaches/kernelcache 

For old devices (A4 devices) 

Use xpwntool to decrypt original cache with IV + KEY 

A5 devices 

No IV + KEY available 
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Kernelcache 

How to get kernelcache for A5 devices 

Dump from kernel memory 

task_for_pid(0) & vm_read to dump kernel memory 

Read size must less then 0x1000 for once 

Find all Mach-O header - test magic 0xFEEDFACE 

Determine the whole cache size 

Open with IDA - fail 

Lack of prelink info 
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Kernelcache 

Dump each kernel extension 

Write a kextstat for iOS 

Just call CFDictionaryRef OSKextCopyLoadedKextInfo(CFArrayRef, CFArrayRef) 

from IOKit framework 
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Reverse Kernel 

Kernelcache is combined with lots of Mach-O files 

IDA Pro 6.2 could identify each Mach-O file 

Reverse the whole kernel together 

Open ñSegmentationò view 
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Reverse IOKit Extension 

IOKit constructor 

example 

First call 

OSObject::new to 

allocate memory 

Then init IOService 

At last init 

OSMetaClass 
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Debug iOS Kernel 

KDP code is included in kernel 

KDP via UART 

SerialKDPProxy to perform proxy between serial and UDP 

Need serial communicate between USB and Dock connector 

Make a cable by your own 

Using redsn0w to set boot-args 

-a ñ-v debug=0x09ò 


