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About Me
·Security researcher of vulnhunt

ÉAPT defense

ÉMalicious code detection

É Software security testing

ÉVulnerability DiscoveryȁAnalysisȁExploit
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Agenda

Win7 security Mode

UacAchieve

Bypass Uac

UAC and IME

Who is to blame? 

UAC is the Only One?
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User Account Protection (UAP)

Principle of 
least privilege

Default startup 
process 
without 

administrator 
privileges

UAC Box will 
pop up with 
requesting 

administrator 
privileges
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User Account Protection (UAP)

·Microsoft recommends that users use a standard user 
account 

·Even if it may be attacked only get limit user privileges

·If there is no Local Privilege Escalation Vulnerability :̃
More Safe
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Mandatory Integrity Control (MIC) 

·Every Security object will have an integrity level 

·

·A ,Ï× ), ÐÒÏÃÅÓÓ ÃÁÎȭÔ interact with a higher IL process

·CreateRemoteThread

·SetThreadContext

·WriteProcessMemory

·RPCȁLPCȁPIPEȁImpersonate privileges can work
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Mandatory Integrity Control (MIC) 
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UI Privilege Isolation (UIPI) 

LOW
Integrity

SendMessage
PostMessage

SetWindowsH
ookEx

SetWinEventH
ook

HIGH 
Integrity
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UI Privilege Isolation (UIPI) 

·TokenUIAccess

·Can potentially override some UIPI restrictions

·Used by digitally signed accessibility applications
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SERVICE ISOLATION

·Service process and user session isolation

·Isolated Session 0
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UAC

·User Access Control
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UAC

·RPC/LPC   svhost.exe appinfo.dll
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UAC 

Request 
administrator 

privileges 
test.exe

LPC Svchost.exe
Appinfo.dll

Path 
and

cmdline

Whitelist

Consent.exe

Pop UAC BOX Or 
Not?

CreateProces
sAsUser

Administrator 
privileges 

ower
Test.exe

Verify path

Ret result

Verify sign Verify Perm
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whitelist

·Directory Requirements

üOS Driver ;Windows Directory and Part of Program Files Directory
· Program Fileswhitelist directory 

· Windows Defender
· Windows Journal
· Windows Media Player

üWindows blacklist directory
ü "Debug\ \ "
ü "PCHealth\ \ "
ü "Registration\ \ "
ü "System32\ \ com\ \ "
ü "System32\ \FxsTmp\ \ "
ü "System32\ \Microsoft \ \ "
ü "System32\ \Spool\ \ "
ü "System32\ \Tasks\ \ "
ü "Tasks\ \ "
ü "Temp\ \ "
ü "Tracing\ \ "
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UAC

·UAC get full path

·\ ??\C:\Program Files\

·\ ??\C:\Windows\

·Full Path Compare

·No directory traversal
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UAC

·EXE Requirements

üActCtx autoElevate(manifest xml)

üAutoApprovalEXE list

üA valid digital signature(Verified) of Microsoft Windows
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UAC

·Permission Requirements

üRequest Process must have medium Permissions
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Code Inject Bypass UAC

·Has long circulated on the Internet

·Exploit: whitelist com object 

·Inject into explorer Process

·Create IFileOperation object 

·Copy arbitrary files to system directory
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Code Inject Bypass UAC

·Shortcoming̔

·Everyone knows

·Code inject is dangerous behavior,avwill kill you J



© 2013 Vulnhunt, Inc. All rights reserved. 

Wusa.exe Bypass UAC

·Wusa.exe

·Start from windows vista

·Update Standalone installer
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Wusa.exe Bypass UAC


